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EXECUTIVE SUMMARY

An effective website can give a business a competitive advantage through:

Improving customer satisfaction;
Automating business processes;
Providing information and training to employees;

Providing information about the company to potential employees, potential
franchisees, shareholders and other investors, the stock market, media and
the community at large.

However it is not the delivery mechanism itself that brings these results but the
opportunity for product and service innovation and to tell your story direct to your
user.

Any business has compliance risks: failure to comply with laws could have
catastrophic consequences, fines, penalties and loss of reputation.

A simple but significant pricing error has the potential to cause major losses if
repeated many times over (through word of mouth or blogs) and the business’s terms
and conditions of sale do not allow it to reject the under-priced orders.

Providing services over the internet brings additional inherent risks such as privacy
and security. But compliance should not be regarded as a hindrance to innovation.

To be successful a business website needs inbuilt compliance systems as well as
good technology, good design and good products. Compliance systems which
operate across business units will help when designing new products or services for
a business website.

This report is based on 3 principles:

1. A business website must be compliant, it can’t just look good

2. It must look good (and be easy to use)

3. Incorporate risk management and compliance into development

This report focuses on processes to assist businesses in managing the risks related
to websites in an environment of rapidly changing technology. The guidelines are
intended to assist you to identify, quantify and, where possible, reduce related
technology risks.

The report concludes with 17 Guidelines for business websites.

N
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I ntroduction

Consumers expect a business website to provide functions that they need in a
cheaper, faster and simpler to use method than otherwise available.

This report looks at how business websites can resolve compliance issues within a
business framework. For some companies, compliance is clearly not a hindrance to
product or service innovation and communicating with consumers.

Compliance issues

In general, business website compliance needs to address laws specific to products
and services offered as well as laws which relate to how a website interacts with the
lifecycle of a service or product: advertising, applications, creating a contract (and its
form) and how the product is maintained (including payments, statements and
notices) through to eventual account termination (Appendix 1).

In addition, companies need to consider their corporate governance and prudential
obligations as well as their general community public relations. A company may
communicate its “story” by including a section on their culture and values, ethics and
any charitable or philanthropic programs in addition to financial and governance
issues.

A large company may find it more cost efficient to communicate the large amount of
information it needs to provide to stakeholders by using the internet.

The areas that need to be examined include:

the extent to which the website provides information which the law requires
be provided to users and the conditions which regulate a visitor® use of the
website;

the way in which the website incorporates consumer protection measures;
the website’s communication of the company’s social responsibility policies;

the way in which the copyright, trade marks and design rights of the content
of the website is protected;

the extent to which the website complies with the Privacy Act whenever it
collect information about people;

the way in which business processes are set up particularly in relation to any
relevant Codes of Conduct;

compliance with corporate governance and shareholder communication
issues;

risk management and data security issues;

complaints and disputes information;

innovation and interactivity; and

accessibility of the website (eg usability by physically disadvantaged).

In a business website, structuring site design for compliance is as important as
technology, graphics, product features and marketing. Style and graphics can
contribute significantly to a good user experience. But on their own they aren’t
enough. In order to turn strangers into committed customers you need a combination
of “High Tech and High Touch” together with something remarkable...something
people want to talk about.

a1
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SECTION 1
TECHNOLOGY AND CUSTOMER SATISFACTION

What customers want

In a website the challenge is to use technology to give customers what they want:
ease of use with needed functionality, including intuitive tools, better design, better
security and clear navigation, significantly cheaper and faster. Satisfying these needs
will convert a person who is “browsing” or comparing products into one who makes
an application for one or more products and recommends your site to others.

Harvard professor Bryan P. Bergeron says there is a need for emotionally intelligent
interfaces (Ell). He defines an Ell as "a communications portal between an e-
business and consumers that approximates the best qualities of a human customer-
service representative. It is personal, engaging, easily understood, polite, and gives
the impression of having the consumer® best interests in mind."

If personalisation can create greater engagement, satisfaction, relevance and loyalty
from a customer how can a company personalize their website rather presenting a
collection of separate products and services?

Personalisation

Paul McKey argues that a solution is persona design % Personas of site users can
include customers, employees (if learning on the site), potential employees, investors
or the broader community.

A site can be personalized by type (eg individual or business) or by name with
reference to customer history and preferences. Some parts of sites are truly
personal, others are by type only and others are standard brochures. The level of
personalization depends on whether the site is a low cost repetitive delivery model or
not.

There will be different compliance requirements for each persona depending on
whether they are a new potential customer looking for information or an existing
customer. They all want different things and want it delivered in different ways. The
more you match their needs the more effective the site. Some will be happy to
browse, some will be more task oriented.

For customers that need specific information, the company needs to make design
decisions that have compliance implications, as well as decisions about product
features, navigation, interactions and visual design: should a company segregate its
site or keep information that is relevant to all users in one place?

Types of websites

Online systems give companies an opportunity to reduce administration, transaction
costs and delivery time but they also carry compliance risks from the point of view of
both customers and from technology itself.

Websites can be categorized as follows:

Informational : Users can view general information such as prices, company
contact information, hours of operation and branch locations.

! The Eternal E-Customer: How Emotionally Intelligent Interfaces Can Create Long-Lasting Customer
Relationship, B.Bergeron, McGraw-Hill, 2000
2 paul McKey, Persona Design, 2005

o
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Interactive : Adds to the informational website by enabling users to also
interact with the site to view data, receive notices or submit data.

Transactional : Enables users to conduct financial transactions.
Service quality criteria

Research into internet banking service quality criteria’identified a total of 17
dimensions of internet banking service quality, which can be classified into three
broad categories- customer service quality, online systems quality and product
quality.

Customer service quality includes:
Reliability;
Responsiveness;
Competence;
Courtesy;
Credibility;
Access;
Communication;
Understanding the customer;
Collaboration; and
Continuous improvement.
Online systems quality includes:
Content;
Accuracy;
Ease of use;
Timeliness;
Aesthetics; and
Security.
Product quality means product variety/ diverse features.

The most frequently mentioned issues in terms of satisfaction or dissatisfaction were
reliability, responsiveness, access and accuracy.

The same principles apply to other B2C websites.
Technology

To be successful, a site will need to have the required technology back up: the
software to provide the functions, the hardware to support the volume of traffic, a
strict approach to security, the analytical tools to identify customer needs and the
ability to add-on functions in response to customer demand and compliance
requirements.

% The key determinants of internet banking service quality: a content analysis, Jun and Cai, 2003
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SECTION 2

REGULATION OF ONLINE BUSINESS IN AUSTRALIA
ACCC

The Australian Competition and Consumer Commission (ACCC) monitors the
internet for misleading conduct generally. For example the Greenstar “debit
transaction card” and illegal pyramid and referral selling scheme was identified on the
internet.*

The ACCC also receives notifications of third line forcing from parties in relation to
internet “deals” such as Optus supply of broadband internet access services to
St.George card holders® and favourable Westpac internet broking conditions to
certain account holders.® The ACCC has issued a Guide to Exclusive Dealing
Notifications’.

The ACCC also supervises the Franchising Code which applies to those companies
that franchise their operations.

ASIC

ASIC has a specific consumer protection mandate in respect of financial services®
pursuant to which it maintains surveillance of websites.

ASIC is also responsible for enforcing the Financial Services Regulation scheme
which includes the requirement of financial service providers to have an Australian
Financial Services Licence®. A licensee must ensure that its licence authorises it to
carry out the services and sell the products it provides.

ACMA

ACMA (Australian Communications and Media Authority) has responsibility for
enforcing the Spam Act and the Do Not Call Register Act.

HREOC

The Australian Human Rights and Equal Opportunity Commission reported in July
2005 that there was a low level of awareness of the banking industry’s voluntary
accessibility standards. *°

OFPC

The Office of the Federal Privacy Commissioner has established that internet
security is a major concern of the public*'.

Internet security was discussed in the 2005 Review of the Privacy Act*2.

4 ACCC Media Release 26th March 2003

® ACCC Notification July 2005

® ACCC Notification September 2005

" ACCC Guide to Exclusive Dealing Notifications, 1 January 2007

8 Australian Securities and Investments Commission Act 2001

® Section 911A Corporations Act

10 Ejectronic financial services - a review of progress, HREOC, July 2005
™ privacy and the Community, OFPC, July 2001 (para 4.31)

12 Getting in on the Act, OFPC, 2005

(e¢]
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SECTION 3
RISK MANAGEMENT

The Internet, as with most services and delivery channels, has inherent risks and
potential rewards. Risks for financial service providers related to their websites
include:

Strategic Risk: Is the website doing what the company intended?

This is the risk associated with failure to meet strategic goals due to adverse
business decisions, poor implementation, or lack of responsiveness to
changes in the environment. Without strong managerial capacities and
capabilities coupled with adequate monitoring and reporting systems, internet
initiatives may not provide the intended results.

Transactional Risk: Is the website reliable, secure, and transactions valid?

This is the risk associated with reliability, fraud or error that results in an
inability to deliver products or services, maintain a competitive position, and
manage information.

The internet provides the potential for anonymous access to customers’
information systems from anywhere in the world resulting in numerous
threats, including:

observation, theft, or destruction of sensitive data;

insertion of false data or malicious code (e.g. virus, worm, Trojan
Horse);

fraudulent financial transactions;

performance degradation, disruption of operations (e.g., denial of
service attacks); and

deliberate or inadvertent damaging of systems.

Compliance Risk: Is the website adhering to regulatory, legal, contractual,
and other related requirements?

This is the risk associated with breaches of, or noncompliance with, laws,
rules, regulations, prescribed practices, internal policies and procedures, or
ethical standards.

This risk may also arise in situations where ambiguous or untested laws or
rules govern products or services. Without a compliance oversight process,
the company can face increased exposure to fines, civil money penalties,
payment of damages, the termination of contracts and adverse publicity.

Reputation Risk: Is a website a public relations liability?

This is the risk associated with negative public opinion or perception.
Reputation risk affects the company’s ability to establish new relationships or
services, or to continue servicing existing relationships. Failure to adequately
manage strategic, operational, or compliance risk, may increase reputation
risk and result in litigation, financial loss, or a decline in the customer base.

©
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Legal & Regulatory Compliance Considerations
A business’s online presence is not as simple as a brochure.

If you carry on business online, as well as making the website look and work
properly, it® equally important that you comply with the wide range of laws imposed
on websites in Australia.

Non-internet specific compliance issues which apply to websites include:
Credit reporting;
Contract formation;
Privacy of personal information;
Discrimination and equal opportunity;
Advertising;
Franchising Code;
Financial Transaction Reports Act;
Anti-Money Laundering and Counter-Terrorism Financing Act.

Additionally, specific laws dealing with electronic signatures, electronic documents
and contracts, and security may impact internet initiatives.

A process should be in place to ensure the company is aware of, and has addressed
all relevant legal and compliance issues regarding e-commerce and internet laws. It
is prudent you obtain legal advice from someone with the necessary expertise.

The compliance officer should be involved in the development and implementation of
online services to minimise compliance risk.

For example the compliance officer should be consulted on whether notices need to
be accessible from every page and how they are linked.

Involvement by the compliance officer may prevent the need to delay rollout of the
site or redesigning of pages or programs that don’t comply with law.

The compliance officer should also be involved in ongoing testing.

Some areas that would typically warrant review to facilitate compliance with
applicable laws, regulations, prescribed practices, and ethical standards may include:

contracts;

website content (including links to other sites);
new products and services; and

policies and procedures.

Companies which have a Code of Conduct (such as banks) must comply with their
Code.

Third-Party Providers

Outsourcing of technology helps you manage costs, obtain information technology
expertise and enables you to expand and improve product and service offerings to
your customers.

But the contracting out of a business activity does not transfer all of the risks
associated with that activity to the service provider. The services remain the

COPYRIGHT JACOBSON CONSULTING PTY LTD (JANUARY 2007) 10
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responsibility of the principal, which must ensure that all risks associated with the
business activity are addressed as if the activity was performed by the principal.

The principal needs to assess and manage the relationship with the service provider
and have processes in place to address any additional risks.

Any outsourcing computing/information technology or transactional processing
arrangements is likely to be a material business activity for which special risk
management is required.

The Board and Audit and Compliance Committee should be actively involved in
assessing the processes involved in outsourcing all material business activities. This
includes involvement in the decision to outsource, the due diligence process, the
evaluation and selection of potential service providers, transition arrangements, and
ensuring that appropriate exit strategies are in place. The Board should also be kept
informed on a regular basis on the performance of the service provider (including any
significant issues that may arise).

Businesses should have a comprehensive outsourcing risk management process to
govern their technology service provider relationships. Such processes should
include risk assessment, selection of service providers, contract review, and
monitoring of service providers. Outsourcing relationships should be subject to the
same risk management, security, privacy, and other internal controls and policies that
would be expected if the principal were conducting the activities directly. You need to
make sure the provider is competent, diligent and financially solvent

Business Continuity

Each company should determine the importance of its online services to its
operations.

In the event of a disruption (e.g., equipment malfunction, business failure of service
provider, local disaster, security incident, etc.), what back-up do you have?

The potential damage will vary depending on:
the type of your website (e.g., transactional, interactive etc.);
the extent of customer usage and transaction volume;
customer expectations; and
availability of other delivery channels.

IT Governance

The board of directors and senior management are responsible for the business’s
online strategy. To ensure online strategies and goals align with the overall strategies
and goals of the company, the board of directors should appoint a committee to
oversee all online initiatives and periodically provide updates to the board of
directors.

Security and Privacy

The board of directors is also responsible for ensuring a written security program is in
place that is designed to:

ensure the security and confidentiality of customer data;

protect against anticipated threats or hazards to the security of data;

COPYRIGHT JACOBSON CONSULTING PTY LTD (JANUARY 2007) 11
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protect against unauthorised access to or use of such records that could
result in substantial harm or serious inconvenience to customers; and

assist in the identification of persons who commit or attempt such actions and
crimes.

COPYRIGHT JACOBSON CONSULTING PTY LTD (JANUARY 2007) 12
WWW.JACOBSONCONSULTING.COM.AU



BUSINESS WEBSITE COMPLIANCE GUIDELINES

SECTION 4

THE AUSTRALIAN GUIDELINES FOR
ELECTRONIC COMMERCE

The Australian Guidelines for Electronic Commerce ** provide guidance to
businesses on how to deal with consumers when engaged in business-to-consumer
(B2C) electronic commerce. The guidelines update and replace the Australian E-
commerce Best Practice Model, which was released by the Australian Government in
May 2000. but do not have the force of law:

Fair business practices

Businesses should adopt fair business practices when engaging in B2C electronic
commerce. In particular, the Trade Practices Act 1974, the Australian Securities and
Investments Commission Act 2001 (in relation to financial services) and state and
territory fair trading legislation require that businesses:

not engage in conduct that is misleading or deceptive or is likely to mislead or
deceive;

not make false or misleading representations about the goods or services
they supply;

not harass or coerce consumers either when seeking to sell goods and
services or when seeking to obtain payment;

not engage in unconscionable conduct, including ensuring that contractual
terms are reasonably necessary to protect the supplier’s legitimate interests;

make sure that the goods supplied correspond with the description of the
goods;

ensure that the goods supplied are of merchantable quality and fit for any
purpose made known to the supplier by the consumer; and

ensure that services supplied are rendered with due care and skill and are
reasonably fit for any purpose made known to the supplier by the consumer.

Accessibility

Businesses should ensure that the electronic delivery of goods or services can be
achieved without specialised software or hardware, unless the requirement for such
specialised software or hardware is made clear to the consumer beforehand.

Disability access

In accordance with the Disability Discrimination Act 1992, businesses have to make
reasonable adjustment in the provision of goods and services to ensure that they are
accessible to people with a disability.

Advertising and marketing
Businesses should:

make sure advertising material is clearly identifiable and can be distinguished
from other content, such as editorial comment, terms and conditions and
independent product reviews;

3 The Australian Guidelines for Electronic Commerce, Department of Treasury , March 2006
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make sure the business is identifiable from the advertising; and
be able to back up their advertising or marketing claims.

Businesses must comply with the terms of the Spam Act 2003 (the Spam Act), which
prohibits the sending of unsolicited commercial electronic messages and applies to
messages sent by email, SMS, MMS, or IM. It also provides guidelines for sending
legitimate commercial electronic messages.

The three main requirements of the Spam Act apply to commercial electronic
messages. Commercial electronic messages:

must only be sent with the addressee’s consent — consent may be expressly
given by the recipient, or under certain restricted circumstances it may be
inferred from the conduct or business relationships of the recipient;

must include information to identify the sender — the message must contain
accurate information about the person or organisation that authorised the
sending of the message; and

must include an unsubscribe facility — the functional unsubscribe facility must
allow the recipient to opt out of receiving messages from that source in the
future.

The requirements created by the Spam Act apply to electronic messages that have
an ‘Australian link’. This means the legislation applies to:

(a) messages that originate or are commissioned in Australia being sent to any
destination; and

(b) messages that originate or are commissioned overseas being sent to an address
accessed in Australia.

Engaging with minors

Businesses should take special care in advertising or marketing that is targeted at
children. Since children (under the age of 16 years) may not have the legal capacity
to enter into a binding contract, it is important that businesses implement procedures
for verifying the age of parties to any transaction.

As a general principle, before a business requests personal information from a
consumer, the business should:

take reasonable steps to establish that the consumer is 16 years of age or
older; and

seek the consent of the child’s parent or guardian where they believe the
consumer to be under 16 years of age.

Information — identification of the business

Businesses should provide consumers with accurate and easily accessible
information that allows:

identification of the business involved in a particular transaction;

prompt, easy and effective communication with the business regarding any
electronic transaction; and

service of legal documents.

COPYRIGHT JACOBSON CONSULTING PTY LTD (JANUARY 2007) 14
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This information should include:

(a) name under which the business trades;

(b) the physical address of the business and its registration address;

(c) the business’s email address, telephone number and other contact information;

(d) any relevant statutory registration or licence numbers, including the business’s
Australian Business Number and/or Australian Company Number; and

(d) contact details and an easy method of identifying the membership of and
accessing the relevant codes of practice of any relevant self-regulatory scheme,
business association, dispute resolution organisation or other certification body. This
could be satisfied by displaying the logo of the industry association and providing an
Internet link to the association’s website.

Information — contractual

Businesses engaged in electronic commerce should provide enough information
about the terms, conditions and costs of a transaction to enable consumers to make
informed decisions.

This information should be clear, accurate and easily accessible. It should be
provided in a way that gives consumers an adequate opportunity for review before
entering into the transaction and that allows consumers to retain a copy of the
information.

Businesses should provide all information they are required to provide either by law
or by any relevant code of practice to which the business subscribes. Where there is
a legislative or other mandatory regime for disclosing contractual information,
compliance with that regime is sufficient to address the Guidelines.

All information referring to costs should indicate the applicable currency, including
guidance on how to get information on exchange rates, or a link to a site where such
information may be found.

Information about terms and conditions should be clearly identified and distinguished
from advertising material.

Businesses should give consumers a clear and complete text of the transaction’s
terms and conditions. The consumer should be able to access and retain a record of
that information, for example, by printing or electronic record.

The information should include a prominently displayed single-figure total minimum
price for the product or service. All compulsory charges such as delivery, postage
and handling charges should be included in this price. This does not preclude a
business itemising the total costs to the consumer collected by the business.

Where the total cost of a transaction cannot be worked out in advance, the
information should include a statement that the total cost cannot be provided and a
description of the method to be used to calculate it, including any recurrent costs and
the methods used to calculate those costs.

Where applicable, the information provided to consumers should also include:

notice of any optional ongoing costs, fees and charges and methods of
notification for changes to those costs, fees and charges;

if limited, the period for which the offer is valid, including time zone
information where relevant;
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any restrictions, limitations or conditions of purchase, such as geographic
limitations or parental/guardian approval requirements for minors;

details of payment options;
terms of delivery;

mandatory safety and health care warnings that a consumer would get at any
physical point of sale;

conditions about termination, return, exchange, cancellation and refunds;
details about any cooling-off period or right of withdrawal;
any conditions about contract renewal or extension;
details of any explicit warranty provisions; and
details of any after-sales service.
Conclusion of contract

Where appropriate, prior to the conclusion of the contract, businesses should give
consumers the opportunity to let them know the purpose for which they require the
product or service or the result they wish to achieve.

Businesses should put in place procedures that let consumers:
review and accept or reject the terms and conditions of the contract;
identify and correct any errors; and
confirm and accept or reject the offer.

Consumers should be able to retain a record of any order, transaction confirmation,
or acceptance of any offer they make.

Businesses should promptly acknowledge receipt of any order, confirmation or
acceptance received.

Privacy

Businesses should respect consumers’ privacy when dealing with personal
information and should provide consumers with clear and easily accessible
information about the way they handle personal information.

Many businesses must, as a minimum, comply with the National Privacy Principles
(NPPs) set out in Schedule 3 to the Privacy Act 1988 (the Privacy Act).

The NPPs regulate the way many private sector organizations collect, use, disclose
and secure personal information.

The NPPs give consumers the right to know what information a business holds about
them and a right to correct that information if it is incorrect, out of date or incomplete.
A business must take reasonable steps to make consumers aware that it is collecting
personal information and the purpose of collection.

The NPPs also contain certain restrictions on what a business can do with personal
information, including in relation to: the use of government identifiers; the transfer of
information overseas; and the collection of sensitive information.

Although the Privacy Act does not apply to small businesses, a small business may
want to take advantage of the benefits that can flow from complying with the
legislation. The benefits could include increased consumer confidence and trust in its
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operations. The Privacy Act provides a mechanism to allow an organisation that is a
small business to opt in to the Privacy Act.

Payment

Businesses should provide to consumers payment mechanisms that are reliable,
easy to use and offer security that is appropriate for the transaction.

Businesses should ensure that consumers have access to information on:
available payment methods;

the security of those payment methods in clear, simple language, so as to
help consumers judge the risk in relying on those methods;

how best to use those methods;
how to cancel regular payments under those methods; and
any costs applicable to those payment methods.

Businesses should review the payment mechanisms they provide periodically to
ensure they continue to offer a reliable, accessible and secure service.

Security and authentication
Businesses should:

make sure consumers have access to information about the security and
authentication mechanisms the business uses in clear, simple language
which helps consumers assess the risk in relying on those systems;

provide security appropriate for protecting consumers’ personal and payment
information;

provide security appropriate for identification and authentication mechanisms
to be used by consumers;

discourage consumers from giving confidential information in a way that is
considered insecure;

update their security and authentication mechanisms over time to make sure
the security offered is maintained at an appropriate level; and

not attempt to contract out of their responsibility for losses arising from the
misuse or failure of authentication mechanisms.

Internal complaint-handling
Businesses should set up internal procedures to handle consumer complaints:
within a reasonable time;
in a reasonable way;
free of charge to the consumer; and
without prejudicing the rights of the consumer to seek legal redress.

Businesses should provide consumers with clear and easily accessible information
about complaints-handling procedures including any that may form part of an industry
code of conduct to which the trader is a signatory.

If a consumer is not satisfied with the outcome of the complaints-handling
mechanism, the business should provide the consumer with information about any
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external dispute resolution bodies to which it subscribes or any relevant government
body, such as a Fair Trading Agency or the Federal Privacy Commissioner (in the
case of privacy complaints).

External dispute resolution

Businesses should provide consumers with clear and easily accessible information
on any independent customer dispute resolution mechanism to which the business
subscribes.

This independent method of dispute resolution should be:
accessible;
independent;
fair;
accountable;
efficient;
effective; and
without prejudice to judicial redress.
Applicable law and forum

Where a business specifies an applicable law or jurisdiction to govern any
contractual disputes or a jurisdiction or forum where disputes must be determined, it
should clearly and conspicuously state that information at the earliest possible stage
of the consumer’s interaction with the business.

A business located in Australia that enters into a contract with a consumer whom the
business believes is resident in Australia — for instance, because of the consumer’s
address — should spell out which Australian jurisdiction’s law is the governing law of
that contract. It should also make clear that any contractual disputes will be heard by
Australian courts and tribunals.
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SECTION 5
ABOUT YOUR COMPANY

Corporate Governance

The ASX Principles of Good Corporate Governance and Best Practice
Recommendations encourage (but do not require) companies to maintain a company
website, and to communicate with shareholders via electronic methods. In addition,
the Guide to reporting in relation to a number of the recommendations requires
additional information to be made publicly available, ideally by posting it to the
company® website.

Whilst not all these provisions apply to non-listed companies, it is expected that these
principles will be accepted as corporate governance best practice.

“Box 6.1: Using electronic communications effectively

Use your website to complement the official release of material
information to the market. This will enable broader access to company
information by investors and stakeholders. For example:

* Place all relevant announcements made to the market, and related
information (eg information provided to analysts or media during
briefings), on your website after they have been released to ASX.
 Consider web-casting or tele-conferencing analyst or media briefings
and general meetings, or posting a transcript or summary to the
website.

« Place the full text of notices of meeting and explanatory material on
the website.

 Provide information about the last three years’ press
releases/announcements plus at least three years of financial data on
the website.

» Use email to provide information updates to investors.

All substantial companies are strongly encouraged to have a website.”

ASX Council

Documents to be placed on website .
Recommendation

Board Charter or matters reserved to the board or 1.1
Statement of Delegated Authority to Management

Nomination Committee Charter 2.4

Description of the procedure for the selection and 2.4
appointment of new directors to the board

Nomination Committee® policy for ensuring that 2.4
the appointment of directors is designed to
produce an effective board

Directors’ Code of Conduct (may be the same as 3.1
the Corporate Code)
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Securities trading policy 3.2
Audit Committee Charter 4.4
Information on procedures for the selection and 4.5

appointment of the external auditor and for the
rotation of external audit engagement partners

Continuous Disclosure Policy and Procedures (for 5.1
listed companies)

Policy on electronic communication and measures 6.1
providing shareholder participation through
electronic means

Description of the company® arrangements to 6.1
promote communication with shareholders,
including contact details for relevant directors and
managers

Description of Risk Management Policy and 7.3
Internal Compliance and Control System

Description of performance evaluation process of 8.1
the board, its committees and individual directors
and key executives

Remuneration Committee Charter 9.2

Corporate Code of Conduct or a summary of its 10.1
main provisions

Corporate Social Responsibility

Companies are not obliged to take social and environmental factors into account in
their decision making but a statement of their values and a report on any social and
environmental programs they are involved in is a usual supplement to their financial
and governance reports.
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SECTION 6
GUIDELINES

1. IMPLEMENT CONSUMER PROTECTION AND ACCESSIBILITY
THROUGH GOOD DESIGN

A website must be easy to use and not mislead consumers.

Designing a website is different from other service channels. Simply providing offline
products over the internet without modification could result in difficulties for
consumers.

Avoiding obvious website design mistakes'* can improve compliance, and in the
cases of consumer credit and accessibility to disabled users, good design is
essential.

Forms online are different from forms on paper. Online forms should be designed so
that they are not cumbersome. They should be short with minimal scrolling.

Consumer protection and accessibility improvement measures in designs include:
Consistent look and feel;
Display conditions or consents before requiring acceptance;
Use of short cuts;
No flash animation (especially ads or banners);

Simple navigation- buttons on left column , utilities on top, use of
breadcrumbs;

Legible fonts: avoid small fonts and low contrast between text and
background,;

Use of task oriented tools: if a user needs to perform a function, give them the
tools;

Provide videos for information;

Avoid non-standard links and link colours: make obvious what'’s clickable and
explain what users will find at the other end of the link;

Don't open pages in new windows except for PDF files (otherwise users will
be confused and delayed);

draw important information to the attention of users by placing links on pages
where the information should be available;

design for browser compatibility (not everyone uses Microsoft Internet
Explorer);

link to complaints information;
No distracting advertising pop ups;

Include an effective search engine;

! Top Ten Mistakes in Web Design 2006. Jakob Nielsen
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make sure interactive features (forms, calculators etc) are easy to use;

provide space for website announcements about changes to terms and
conditions, fees and charges;

the site must be reliable;
answer users’ questions;
personalise for different user personas.

Whilst style can contribute significantly to a good user experience, fancy design isn®
enough. Only features that provide a good user experience will be used.

Features must be self-explanatory; if a product, function or tool is complex,
intimidating or confusing, its chances for success are minimal.

Over time sites become convoluted and increasingly complex to use. The frustration
of a user of not finding the one feature they need among functions they don®need,
want or even understand, can be considerable.

Just as your offline customers are not all the same, the same applies online. Your
site will need to accommodate their differences and needs but each segment needs
to find the relevant information with the least number of clicks.
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2. AVOID CUSTOMER CONFUSION BY USING WELL WRITTEN CONTENT

Text on a business website must be well written, concise and easily scanned on a
computer monitor. It must be to the point.

It must answer users’ questions.

It must be expressed in common language, using common expressions.
There must be no typographical errors or factual inaccuracies.

Include:

The formal name of the business (as well as “brand” or trading names) and
the location of its main office (and branch offices if applicable);

Where applicable, the identity of the primary supervisory authority responsible
for the supervision of the company® main office;

Instructions on how customers can contact the company® customer service
centre regarding service problems, suspected misuse of accounts and
security;

Instructions on who to contact about consumer complaints and disputes.

Where calculators are provided, make it clear that calculator results are guides only
and are not a binding quote or an offer.

Where prices are quoted, make it clear they are subject to correction for errors or
changes between the date of order and the time of delivery.

Clearly state any assumptions behind charts, graphs and online calculators.

Don’t mislead through inaccuracies or omissions (whether intended or not). Don't be
ambiguous.

Be careful about what you say: words such as “free”, “independent”, “unbiased” and
“guaranteed” should not be used unless they are accurate.

Don't use asterisks to hide conditions. Display conditions on the page promoting the
product. State limitations on availability of products. Disclose additional delivery
charges and taxes or fees.

Don’t compare your products with another provider’s unless the comparison is “like
for like” and totally accurate.

The last thing a customer wants is confusion: keep it simple.
You can®make things easier by adding to them.
Simplicity means getting something done in a minimum number of simple steps.

Confuse a customer, and you lose him. And nothing confuses more easily than
complex features and unintuitive functionalities.

Users do not want to think about technology: what really counts is what it does for
them.
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3. ENSURE THERE IS ADEQUATE DISCLOSURE OF
KEY LEGAL INFORMATION

Do not hide legal information behind a series of clicks or confusing titles.
Make it obvious.

Involve your compliance officer in planning.
Disclosures should be clear, prominent, and easy to understand.
Disclose:

Product terms on each page where a product is discussed,;

There should be a link to the privacy statement at least from the Home Page
and each page where information is collected but preferably on each page by
adding a link in the generic footer or near the company logo or some other
standard location;

Add a direct link to the website terms in the footer;
Customer dispute information.
Pricing errors on your website could lead to adverse publicity if there is a dispute.

Whether there is a contract to sell at the advertised price depends on whether there
was an offer by the business to sell at that price or an invitation to treat whereby the
offer is by the customer and subject to acceptance by the seller.

For example a well-known computer supplier's website states:

"No Contract shall come into existence until the Customer® order has been accepted
by the Seller and such acceptance has been received by the customer. The contract
shall deemed to be concluded at the time and place where such acceptance is
received by the Customer.”

To protect themselves against pricing errors ecommerce providers should
incorporate the following steps into their sales process:

Make sure the terms and conditions include provisions such as:

"While we try and ensure that all prices on our website are accurate, errors
may occur. If we discover an error in the price of goods you have ordered we
will inform you as soon as possible and give you the option of reconfirming
your order at the correct price or cancelling it. If we are unable to contact you
we will treat the order as cancelled. If you cancel and you have already paid
for the goods, you will receive a full refund."

"Acceptance of your order and the completion of the contract between you
and us will take place on dispatch to you of the products ordered unless we
have notified you that we do not accept your order or you have cancelled it."

include an acknowledgement of the terms on the order page

When the payment is complete, send an email to the customer saying "Thank
you for your order". Include an order number and state: "This email is only an
acknowledgement of receipt of your order which is being processed."

This gives the seller a chance to spot pricing errors and cancel the order if the buyer
won®pay the correct price.
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4. PROVIDE SECURITY INFORMATION TO CUSTOMERS
Security is a key concern of customers. It is also a major operational risk.

Each company needs to determine its security policy for all lines of communication,
including email and online. Customer data must be kept secure and staff must know
how to respond if a breach occurs.

Some financial institutions have announced they will never send a customer an email
asking for their personal security details.*®

The security statement should be accessible by a link from the generic footer or utility
bar.

Authenticating Existing Customers

A business must authenticate its customers’ identities each time they attempt to
access their confidential financial information.

The authentication methods used in accessing personal financial information vary.
Authentication methods involve confirming one or more of three factors:
Something only the user should know, such as a password or PIN;

Something the user possesses, such as an ATM card, smart card, or token;
or

Something the user is, such as a biometric characteristic like a fingerprint or
iris pattern.

Authentication methods that depend on more than one factor are typically more
difficult to compromise than single-factor systems therefore suggesting a higher
reliability of authentication.

For example, the use of a customer ID and password is considered single factor
authentication since both items are something the user knows.

A common example of two-factor authentication is found in most ATM transactions
where the customer is required to provide something the user possesses (i.e., the
card) and something the user knows (i.e., the PIN).

Single factor authentication alone may not be adequate for sensitive
communications, high dollar value transactions, or privileged user access (i.e.,
network administrators). Multi-factor techniques may be necessary in those cases.

A single factor system may be “tiered” (e.g., require multiple passwords) to enhance
security without the implementation of a true two-factor system.

Where access to personal information relies on a customer ID and password to
authenticate an existing customer, companies must educate customers in password
safety and secrecy.

Passwords can be compromised because of customer behavior or techniques that
capture passwords as they travel over the Internet.

Attackers can also use well-known weaknesses to gain access to a company® (or its
service provider’s) Internet-connected systems and obtain password files. Because
of these vulnerabilities, passwords and password files should be encrypted when
stored or transmitted over open networks such as the Internet. A financial institution

!5 press Release Chris Pearce MP 27 February 2006
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can reduce the risk of password compromise by communicating and enforcing
prudent password selection, providing guidance to customers and employees, and
careful protection of the password file.

When evaluating password-based online systems, management should consider
whether the authentication system'’s control capabilities are consistent with the
business® security policy. This includes evaluating such areas as password length
and composition requirements, incorrect log-on lockout, password expiration, repeat
password usage, and encryption requirements, as well as the types of activity
monitoring and exception reports in use.

Each business must evaluate the risks associated with its authentication methods
given the nature of the transactions and information accessed.
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5. PROTECT CUSTOMER PRIVACY AND CONFIDENTIALITY

Misuse or unauthorised disclosure of customer personal information may expose a
company to customer litigation or action by the Privacy Commissioner.

Businesses must ensure that their privacy policies and standards comply with the
Privacy Act and publish them on their website.

On the pages that collect information (eg applications, Contact Us, quotes,
calculators) there should be a specific privacy warning.

Privacy consent for credit applications can be given online provided the identity of the
applicant can be authenticated and there is adequate security (eg consent is in the
password protected section of the site)*®.

'8 para 8.10 Credit Reporting Advice Summary, Privacy Commissioner
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6. KNOW YOUR CUSTOMERS

Verifying a customer’s identity, especially that of a new customer, is an essential part
of a business transaction especially if credit is involved.

Under the Financial Transaction Reports Act and the Anti-Money Laundering and
Counter-Terrorism Financing Act, financial service providers must identify account
holders.

If accounts are to be opened online, what identification procedures will be put in
place? Will the process still have an off-line element?
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7. BE CLEAR ABOUT THIRD PARTY RELATIONSHIPS

When you link externally clearly state your relationship with third party providers. Do
you receive a fee for the referral? Do you have an interest in the third party
company?

If you receive a commission, say so. For example, mortgage brokers are obliged to
disclose commissions ‘’and alternative forms of remuneration®®

Even if companies have common ownership and are part of the same group, they are
separate companies legally and their relationship must be disclosed.

If you require customers to use a third party’s services as part of your product offer, it
is third line forcing which must be notified to the ACCC.

" MIAA Code of Practice, 2004
8 MIAA Code Alternative Remuneration, 2004
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8. TELL YOUR STORY: USE YOUR WEBSITE TO REPORT TO YOUR
USERS ABOUT GOVERNANCE, SOCIAL AND ENVIRONMENTAL
MATTERS AS WELL AS FINANCIAL MATTERS

The ASX Principles of Good Corporate Governance and Best Practice
Recommendations encourage use of a company’s website to provide information
about the company to a broad range of stakeholders: employees, shareholders,
investors, the stock market, the media and the broader community.

As the amount of corporate information increases, separate sections may be
appropriate for different groups with different interests.

Some companies provide much more than a PDF copy of their Annual Report; they
provide fact summaries, FAQ's and webcasts. Sometimes companies provide too
much information or it is poorly laid out or badly named.

Sites which attempt to link to the ASX for their media releases need to understand
that they cannot link directly and that sometimes links no longer work.
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9. USE YOUR WEBSITE TO COMMUNICATE WITH YOUR CUSTOMERS

Websites give companies an opportunity to deliver information to customers in a fast,
cost-effective way.

Some information is legally required to be “given” (see Guideline 13)

Can your customers agree to get SMS notice of account activity?

Remember that unsolicited email or SMS messages to site users can be a breach of
the Spam Act.

Be careful of what you say: content can be offensive, discriminatory, defamatory or
misleading advertising.

Some businesses have employees who “blog”. Provided employees do not disclose
confidential information, blogs provide an excellent opportunity for interaction with
customers.
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10. PROVIDE USERS WITH INTERACTIVE TOOLS AND FUNCTIONS
Online calculators should disclose assumptions as required by ASIC® policy™.

Trade promotions are designed to encourage consumers to visit a site or buy a
particular product or service. If winners are determined wholly or partly by chance (as
opposed to skill) it is subject to the states’ lotteries laws. In some states permits are
required®.

It is an offence under the Trade Practices Act? to offer prizes with the intention of not
providing them.

19 ASIC Information Release 20 December 2005
20 permits are required in NSW, ACT, Victoria, South Australia, Northern Territory.
21 Section 54 Trade Practices Act
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11. PROVIDE INFORMATION FOR INVESTORS
Continuous Disclosure

Listed companies that do not immediately disclose materially price-sensitive
information to the market operator, so that it can be given to investors, breach their
continuous disclosure obligations.

It is important that companies comply with their responsibilities, under the
Corporations Act, to ensure the market is adequately informed. The onus on a
company to fulfill its continuous disclosure obligations is fundamental to ensuring
market transparency.

Fundraising

A company that is fundraising and has issued a disclosure document (such as a
prospectus) can make the document available online for persons in Australia
provided it satisfies ASIC’s Policy Statements 107 and 141 and related class orders.

Franchises

A number of businesses offer the opportunity for individuals or communities to
operate branches through a franchise or joint venture model.
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12. IMPLEMENT CUSTOMER SERVICE SYSTEMS

Companies should have a defined process to address customer enquiries related to
online services. Tracking the type of customer support issues related to the website
may prove helpful in:

development of “frequently asked questions” (FAQ’s) posted to the website;
future improvements to the site or services; and
training of customer service representatives.

Procedures will likely be needed to assist customers who get “locked-out” of their
accounts, forget their password, or want to dispute an on-line transaction.

Companies that rely on third-party service providers to deliver their online services
should consider inserting penalties for not meeting the requisite level of performance
(e.g., system availability) in their service level agreements.

Do usability testing involving staff and customers.
Use “mystery shoppers” to identify ways your customer service officers can improve.

Do you know what are the top 3 things customers are looking for when they come to
your website? And how do you know this?

Where are most customers coming from or going to when they visit your site? And
how do you know this?

Who is your primary competition and how do you differentiate your customer service,
user experience, and products from competition?

Track complaints and breaches: look for systemic problems. Allow customers to
comment on your blog.

Do you offer rewards for customer loyalty?
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13. INTEGRATE LEGAL REQUIREMENTS INTO THE WEBSITE

Integrating legal requirements (such as anti-money laundering) into a website rather
than dealing with requirements as a stand alone project can result in significant
savings and avoid duplication.

Have your shareholders agreed to you communicating with them electronically for
notices of general meetings and reports?

Does the site contain financial advice? Give the general warning.

Does the site allow new accounts to be applied for or opened online? Incorporate
identification and security procedures.

Is there a document retention policy for versions of the site?

Are the rights of users under your Code of conduct®?

published?

Do your product terms and conditions permit you to give notice of changes to fees,
interest rates, transaction limits, account closure or other changes by making them
available at your website?

and dispute resolution scheme

How is consent for electronic communication given?

The general requirements and controls that apply to paper-based transactions also
apply to electronic financial services.

Section 172 of the Consumer Credit Code allows a debtor to specifically consent to
receive certain electronic communications.

In relation to non-credit financial products, the Corporations Act generally allows
documents to be given electronically provided:

the consumer agrees,

the document that is to be given in electronic form is presented in a way that
will allow the person to whom it is given to keep a copy of it so that the
person can have ready access to it in the future, and

A notice that is to be given in electronic form must be clearly identified as the
notice that is being given.

22 ag Cls 37.1 Code of Banking Practice
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14. DEVELOP AN IT GOVERNANCE POLICY: KNOW YOUR STRATEGIC
GOALS

Online strategies and goals must align with the overall strategies and goals of the
company: there is no point developing an online product if you do not have the
resources to support it or it conflicts with your branch strategy.

Your business units must agree on the goals and work together.

What are your short term and long term goals (over what time period will these goals
be fulfilled)?

How do you measure success?
What do you have that your competitors can’t or wouldn®copy?

To ensure online strategies and goals align with the overall strategies and goals of
the company, the board of directors should appoint a committee to oversee all online
initiatives and periodically provide updates to the board of directors.

Monitor your outsourcing agreements.
Will you brand your online products differently?
Do you have a disaster recovery/business continuity plan if the site fails?
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15. BE INNOVATIVE

Ask your site users what they want and work out what is involved in giving it to them:
the cost, the technology, compliance issues.

Do not assume that it cannot be done or that customers do not know what they want.

Dedicate a part of your site to a particular group of customers eg women, students,
seniors. Host special interest blogs.

Your employees may value information about the company.
Your shareholders may appreciate being able to vote online.

Use your site to promote your values and build user loyalty.

Can you generate fees from click throughs?

Do something remarkable...something people want to talk about.

Or you will find new competitors offering new ways of doing things.
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16. COMMUNICATE WITH EMPLOYEES

From potential new employees to existing employees and “alumni”, your website can
be a source of important information and an ongoing connection.

Set up a blog for your employees to use.

If you produce an annual Equal Opportunity Report or win awards, publish it on your
website for the whole community to see.

The Equal Opportunity for Women in the Workplace Act 1999 (Cth) came into effect
on 1 January 2000, renaming and updating the Affirmative Action (Equal
Employment Opportunity for Women) Act 1986.

The Act requires private sector companies with 100 or more people to establish a
workplace program to remove the barriers to women entering and advancing in their
organisation.
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17. INVOLVE YOUR COMPLIANCE OFFICER IN PLANNING

As you add functionality and forms you will need to ensure you retain dated copies of
all versions of website text, keep a record of changes and obtain compliance input.

No changes should be made without compliance sign off.
The compliance officer should identify issues that require changes or updates.
Look at risk management issues: disaster recovery, business continuity, outsourcing.

Ensure that advertisements, notices, and disclosures are in compliance with
applicable acts and regulations, including the Trade Practices Act, the Fair Trading
Acts and the Australian Securities and Investments Commission Act.

Check that there is no offensive content particularly if the site is aimed at and
accessible to children eg kids club

Be careful of what you say: content can be discriminatory or defamatory.
If the site allow users to post messages or comments (eg weblogs, chat rooms or

message boards) then there should be appropriate policies and controls in place over
defamatory or offensive content.
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CONCLUSION

A website will not improve a business’s customer satisfaction without careful planning

to offer innovative products or services and clear communication.

Ease of use of business websites is not just a graphic design issue. If the site is easy

to use it will also address compliance issues in a seamless manner and improve
customer satisfaction.

Compliance is no longer a hindrance to product or service innovation.

Site design structures should be capable of being modified to take into account new

laws for both existing and new products and services and to accommodate the
differing needs of the different “personas” using the site.

Compliance officers should be involved in the whole of the design process.

A compliant website design process will effectively manage risks by including the
following steps in its IT Governance program:

link the website to your organisational objectives;
involve all stakeholders in planning and implementation;

the process must be cross-functional across the whole of business, not just
specific business or product units;

develop your timetable;

determine customer demand;

identify the risks and options for solutions;
implement a disaster recovery policy;

find technology solutions;

evaluate necessary security measures;
determine regulatory compliance requirements;

assess the adequacy of staff expertise (technical, managerial, customer
service);

communicate to and train staff, as necessary;

seek expert assistance, if needed,;

identify the best in-house/outsourcing solution;

perform due diligence on service providers;

obtain a legal review of website and related contracts;

create or revise related policies and procedures;

implement appropriate controls; and

periodically evaluate performance and make changes as necessary.
Appropriate planning is critical for successful implementation of a business website
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BUSINESS WEBSITE COMPLIANCE GUIDELINES

APPENDIX 1

NON- PRODUCT/INDUSTRY SPECIFIC LAWS AND CODES:
Privacy Act

Spam Act

Do Not Call Register Act

Electronic Transactions Act

Corporations Act

Australian Securities and Investments Commission Act
Anti-Money Laundering and Counter-Terrorism Financing Act 2006
Trade Practices Act

Proceeds of Crime Act

Income Tax Assessment Act

Insurance Contracts Act 1984 Cth

Financial Transaction Reports Act 1988 (Cth)

Evidence Act (Cth)

The Equal Opportunity for Women in the Workplace Act 1999 (Cth)
Codes of Conduct
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